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Abstract

This research reviews several tools and strategies designed to increase predictive ability and enhance understanding of the behavior of terrorist groups. Techniques including game theory, behavioral game theory, epidemiological approaches, agent-based modeling, and order theory are evaluated. Theoretic understanding of terrorist organizations as well as the ability to predict terrorist related phenomena appears to be growing from dynamic combinations of existing methodologies. Further interdisciplinary work and the inclusion of psychological constructs is recommended with a view to the creation of realistic models capable of evaluating strategy and contributing to mitigation of the incidence of terrorism.

Suicide Terrorism: 

Modeling Group Dynamics and Individual Behavior

Linda O. Valenty

If you know the enemy and know yourself, you need not fear the result of a hundred battles. If you know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know neither the enemy nor yourself, you will succumb in every battle (Sun Tzu, The Art of War, Part III - Attack by Stratagem).
Introduction

Although much has been written on the motives and background of individual suicide bombers and many attempts have been made to profile those who participate in suicide terrorism, the wide variety of demographic backgrounds associated with this phenomenon makes the job of the profiler arduous, if not impossible (cf. Atran, 2003; Gordon, 2002; Laqueur, 1999; Perina, 2002; Post, 2001; 2003; Taarnby, 2003; Volkan, 2002). Accordingly, scholars have discussed the importance of evaluating the manner by which the individual is influenced by the terrorist group. For example, Crenshaw (2000) noted that research in psychological motivations for terrorism should be based upon models that acknowledge the interaction between individual, group, and society; while Bandera (1990) explained the importance of the “evolutionary group psychology of terrorists,” capable of converting members and influencing their perspective so that acts of atrocity are normalized and both suicide and the sacrifice of civilians are considered to be grand and religious gestures. He further argued that the behavior of an individual terrorist “can best be explained by the psychology of the larger group” (79). 

Hence, it is critical to investigate the process by which the group makes decisions as well as the cultural and societal conflicts and assumptions which influence group decision making, for these decisions influence the psychological conditioning, manipulation, and indoctrination of the individual terrorist, but are driven by group mandates, goals, and strategies. The complexity of these interactions lend themselves to formal modeling; as a result there have been flurries of research within scholarly circles and within private industry – each focused upon the search for terrorism applications among formal modeling techniques. What can formal modeling contribute to efforts to understand terrorist group dynamics and predict individual behavior? This paper reviews several attempts to model terrorist groups and terrorist behavior. It is also an investigation of the utility of formal modeling, with suggestions from the field of political psychology designed to produce fuller models of terrorist group decision making and behavior by including psychological constructs within a political framework. Although it is certainly true, as McGraw notes, that many political psychologists have rejected formal modeling because of the association between positive political theory and the assumptions of rational choice theory, she is also correct in asserting that:

[T]here is no necessary link between formal modeling and a rational choice theoretical framework. As scholars who adopt a formal approach have slowly but surely come to accept the implications of empirical evidence that has shown that rational choice assumptions such as full information, expected utility maximization, and hyper-rationality are unrealistic, formal models have relaxed many of the standard general equilibrium assumptions and instead incorporated several assumptions drawn from cognitive psychology (In press; see also McGraw, 2000).

In order to investigate the utility of formal modeling this paper reviews several approaches to the prediction and understanding of terrorist group behavior including game theory, behavioral game theory, epidemiological approaches to modeling, agent-based modeling, and order theory, each capable of enhancing evaluations of asymmetric warfare. The roots of terrorism are religious, cultural, philosophical, and economic; acts of terrorism are usually violent confrontations, and due to the nature of terrorist demands, involve governmental negotiations and military responses. Accordingly, a working knowledge of social networks, organizational theory, human cognition, individual and group psychology, economics, religion, relevant cultures, relevant militaries, governmental actions and governmental constraints – as well as aspects of foreign policy and international law – will facilitate the development of potential policy solutions. The paper ends with commentary about the necessity of multidisciplinary approaches to terrorism research, as understanding the complexities of this phenomenon clearly requires efforts that draw from, and require training in, disparate fields. 

Although some modeling of terrorist group behavior took place prior to the September 11th, 2001 terrorist attacks on the United States, the use of modeling to predict terrorist group negotiations, interactions, and behavior evolved very rapidly afterward. Responses from game theorists will receive attention first.
Game Theory

“Conflict analysis” or “interactive decision theory” might be more descriptively accurate names for the subject, but the name “game theory” seems to be here to stay (Myerson, 1).

One of the most intriguing ways to get inside the mind of a terrorist organization is through game theory . . . [G]ame theory suggests that the likelihood -- and targets -- of a future terrorist attack can be modeled by understanding the operational and behavioral characteristics of the terrorist organization (Starner, 2003).

Game theory has been used to mathematically model human conflict, strategic interactions and potential outcomes, using theories of economic and social organization and including incentive structures, preferences, and optimal strategies. Given information about preferences (or utilities) among strategic and rational players, game theory predicts probable strategies and likely outcomes. Although the basic concepts of game theory stretch back as far as Sun Tzu’s The Art of War and Plato’s Republic, it more formally moved into modern academia with the writings of Zermelo (1913), Borel (1921), and von Neumann (1928), and received widespread attention with the publication of von Neumann and Morgenstern’s 1944 Theory of Games and Economic Behavior (for additional background see Myerson, 1991). Popularized by the film ‘A Beautiful Mind’ which chronicled the life of economics Nobel laureate John Nash, winner of the 1994 prize (jointly with John C. Harsanyi and Reinhard Selten) for analyses of equilibria in non-cooperative games, game theory has experienced ebbs and flows in scholarly enthusiasm for its acceptability and use. Debates over the two primary assumptions of game theory – the rationality
 and intelligence
 of participants in a conflict – as well as the various theories of rationality as they relate to games were at the heart of many of these disagreements. The debate continues, but has been accompanied by a relaxation of requirements for “hyperrationality” among players, along with increased emphasis on the importance of historical, institutional, and cultural factors that affect the process of decision making (Binmore, 1995). From simple payoff matrices (e.g., the well-known Prisoner’s Dilemma
) to more highly complex games with multiple equilibria and iterated sequences, game theory has become one of the standard methods for understanding decision making in situations of conflict. 

The asymmetric nature of the war on terrorism and the asymmetric nature of information in the war on terrorism are assumed to be the norm in terrorist negotiations. This fact alone would make terrorism a unique application for game theory. In addition, the enormity of the September 11th, 2001 attack, and the significant increase in lives lost and damages sustained in that act of terrorism, signaled a change in terrorist group intent and capability that was met by an increased interest in techniques capable of modeling terrorist group behavior – this in the interest of theoretic understanding as well as governmental defense. 

Game Theory and Terrorism

[S]uicide terrorism follows a strategic logic. Even if many suicide attackers are irrational or fanatical, the leadership groups that recruit and direct them are not (Pape, 2003: 344).

By simulating randomness, terrorists create an atmosphere of fear where everyone feels vulnerable, thereby extending their sphere of influence as far as possible (Arce M. & Sandler, 2005: 183).

The literature of economics and political science are replete with applications of game theory to terrorism. These include analyses of the terrorists’ choice of targets, governmental decision making as to general policies (proactive, reactive, or some combination of the two), and more specific responses to particular terrorist crises (cf. Lapan and Sandler, 1993; Lee, 1988; Overgaard, 1994; Sandler and Enders, 2004; Sandler, Tschirhart, & Cauley, 1983; Scott, 1991). Game theory has been deemed appropriate for analysis of the phenomena of terrorism for many reasons. These include the strategic interdependence of decision making, the fact that analysts who conduct this research perceive the players – terrorist groups and governments – to be rational actors that are “trying to act according to how they think their counterparts will act and react;” the exchange of threats that characterizes communications and attempts to gain “strategic advantage;” the bargaining, negotiation, uncertainty, learning, and absence of complete information that occur in these interactions; as well as the fact that the players often appear to be obeying the assumptions of game theory including “maximizing their goals subject to constraints” (Sandler & Arce M., 2003: 319-321). 

According to game theorists, the process of analysis as informed by game theory is capable of providing insights that nonstrategic analyses cannot. Game theory can assist in understanding terrorist strategy, government policies, and government responses. As a result, counterterrorism analyses have been accomplished using game theoretic processes (Arce M. & Sandler, 2005). The utility of game theory at clarifying choices and enhancing understanding of resulting decisions is illustrated by a distinct confluence of interests in this approach; researchers from academic institutions, think tanks, industry, and government have used game theory to increase their ability to predict behavior and to evaluate strategies.



Traditional game theory, which may be applied to suicide terrorism with slight modifications, provides for useful illustrations. Woo (2002b) supplies two examples. The first is the grenade game: 

This game involves two players A and B. First, player A chooses between giving player B $1000 or nothing. Secondly, player B observes player A’s move, and then chooses whether or not to explode a grenade that will kill both players. Suppose that player B threatens to explode the grenade unless player A pays the $1000. In the conventional analysis of this game, if player A believed the threat, his best response is to pay the $1000. However, since this threat involves an act of suicide, the threat by player B is regarded as not credible (Woo, 2002b)

Probabilities associated with this game, if it is used to model negotiations with a suicide terrorist, will change considerably. The incentives that take on relevance for the suicide terrorist include martyrdom and paradise with attendant benefits, combined with the increased visibility of their ideological cause and the enhanced recruitment of new adherents which could result from actually implementing the threat and exploding the grenade. Under these changed circumstances, player A will be more likely to believe the threat, and also to consider whether player B may intend to explode the grenade regardless of player A’s behavior.


A second classic game theory example involves the mutual decisions that take place regarding the timing of firing during a duel. There are two participants. Each has a pistol loaded with a single bullet, they approach each other and must decide the strategic moment at which to fire. Delaying the decision will increase accuracy, however, it will also increase the chance of being hit by the opponent’s bullet. If this were the classic version of the duel game, the payoff is +1 if the protagonist hits the opponent, and –1 if the protagonist is hit by the opponent (Woo, 2002b). 

It must again be noted that in traditional game theory, the assumption is that each protagonist will want to preserve their own life, however if the opponent is an Islamic militant who believes that paradise will await death as a martyr, both players’ strategies must evolve accordingly. The protagonist who is not an Islamic militant must account for the probability that the opponent does not fear death, that the opponent may in fact embrace a martyr’s death and look forward to it. This would increase the related probability that the Islamic militant would fire later in the effort to ensure that his or her own death will be accompanied by the death of the non-Islamic. Patience, detailed planning, and a welcomed death are features of predictable group strategies in suicide terrorism and represent a form of rational planning, albeit an altered form (ibid.). Indications of rational planning by terrorist groups are not difficult to find; the synchronization of the September 11th attacks on western symbols of wealth and power were evidence of highly detailed anticipatory planning and a “swarm” strategy designed and implemented by al-Qaeda. Swarm strategies indicate the anticipation that security will be tightened after the attack, and that subsequent similar attacks will be increasingly difficult.

Arce M. and Sandler provide some additional applications of game theory to terrorism. In the following two examples private benefit = b, public benefit = B, private cost = c, and public cost = C. The first example is what is commonly called the “provision” game:

The provision or contribution game . . . is the classic pure public good scenario where action is to contribute a unit of the public good. Each unit contributed gives a public benefit of B to both players at a private cost of c to just the contributor. If both players provide a unit of the public good, then each player nets a payoff of 2B − c as provision cost is deducted from aggregate benefit of 2B, received from one’s own provision and that of the other provider. When only one player contributes, the contributor gains B − c and the other player free rides for a payoff of B. Mutual inaction results in payoffs of 0. The inequality 2B > c > B ensures that this is a PD [Prisoner’s Dilemma] game with a dominant strategy of inaction and a Nash equilibrium of mutual inaction (Arce M. & Sandler, 2004).

The provision game assists in understanding terrorism issues by modeling nationstates’ contributions to peacekeeping. There is a public benefit (B) to contributing, but there is also a private cost (c). Public benefits, by definition, cannot be restricted to those that contribute, and so create incentives for non-contribution and a proclivity to “ride free.” Some (or many) of those countries that will benefit from the positive externalities of peacekeeping expenditures may decide to do so without contribution since they realize that that the country that has invested in peacekeeping cannot restrict the public benefits to itself and further know that their own contribution will be difficult to coerce. Because the provision game has a dominant strategy that results in players deciding not to play, one must rely on other motives (e.g., altruism) to induce expenditures that will result in keeping the peace. According to Arce M. and Sandler (2004), we were witness to an example of the provision game when the U.S. decided to expend funds to preempt terrorist threats by invading Afghanistan; while some countries may agree to participate in preemption, “too little of the public good is the outcome” due to the incentive to ride free and receive the benefit without the price of participation (3-4).  


The second example, called the “commons” game, is traditionally used to demonstrate the consequences of grazing on common land or overfishing common waters – the model demonstrates an interaction that is a private benefit (b) for one player, but results in a public cost (C) for both players. As the authors explain:  
The commons game can also serve as a generic for a “public bad” where individual action has a negative consequence for everyone, but a net positive payoff for the individual if acting alone, so that b > C. Mutual action yields b − 2C for both players as the public cost, 2C, of two units of action is deducted from the private benefit. If one player exploits the commons alone, then the exploiter nets b − C and the passive player loses −C from the associated public cost. Mutual inaction gives 0. The inequality 2C > b > C ensures that the game is a PD. The dominant strategy is now action, since b − 2C > −C and b − C > 0, so that a Nash equilibrium of mutual action follows. Unlike the provision game, there is too much action (Arce M. & Sandler, 2004: 4).

In the present (terrorism) context, the commons game is used to demonstrate the consequences of decisions that may result in a dominant strategy of “oversupply” that would then have negative consequences for the public (ibid.). According to Arce M. & Sandler (2004), the commons game models counterterrorism actions that succeed in “hardening” targets by providing enhanced security. The commons game applies because it will be these same counterterrorism measures, designed to prevent attacks to particular targets, that will have the effect of diverting terrorist attacks to other targets, including other countries where the original country’s citizens may still be the intended victims, but now without the benefit of the added security (see also Arce M. & Sandler, 2005). In this case the security enhancements have the negative consequence of shifting terrorist action rather than eliminating it, and therefore creating a “public bad.” 

Game theory has a clarity that enhances its appeal and its ability to predict outcomes at a fairly general level. However, the clarity of this broad approach also indicates some of its more problematic features. The first problem that arises in terrorism research is the difficulty that game theory encounters in attempting to deal with the inevitable details of public policy. For example, there are many types of preemption and deterrence. Which types of preemption will prevent terrorism, and which types will increase the frequency and therefore the probability of responsive terrorist acts? Preemption defined as the invasion of Afghanistan may be an intervention which will succeed in reducing acts of terrorism, however preemption which is not clearly connected to the acts of terrorism, e.g. the war in Iraq, is more likely to be and has been associated with higher frequencies of suicide bombings, mobilized in response to that invasion and occupation. 

The second problem that occurs with game theory models is the difficulty in demonstrating complex changes over time. In the present context, these would include rates of change in governmental constraints and terrorist resources. Although these may theoretically be modeled with differential game frameworks, they have not yet been adequately dealt with (see Sandler & Arce M., 2003). Finally, as previously mentioned, game theory encounters difficulties when the players are dealing with incomplete or imperfect information, and has been criticized for its adherence to rationality as an underlying and key assumption.

The Assumptions of Rationality and Intelligence

Almost all significant terrorist attacks are motivated by an agenda for political change, (which may have religious inspiration), and hence may be classified as ‘Acts of Political Violence’. Furthermore, although Osama bin Laden may be vilified in public as the epitome of evil, and terrorists may be branded in the media as homicidal psychopaths, they could never sustain success in combating a far superior law enforcement, security and military force if they were not rational and intelligent (Woo, 2004).

A mathematical theory of interaction under circumstances of conflicting goals, game theory models a process wherein adversaries make decisions based upon strategy. As game theory grew out of economic assumptions of intelligence and rationality, early approaches often had to deal with the issues of whether players were in fact, or could be assumed to be, rational. In game theory as it is applied to terrorists, suicide terrorists, and terrorist organizations, one comes up against the same issues. Are the participants acting in a rational manner, or are they, by virtue of their intent to kill and maim and commit suicide in so doing, acting irrationally?


Pape has argued convincingly for a “strategic logic” that pervades the tactics of suicide terrorism, including the intent to “coerce modern democracies to make significant concessions to national selfdetermination” (Pape, 2003: 344). He points out that “[v]iewed from the perspective of the terrorist organization, suicide attacks are designed to achieve specific political purposes: to coerce a target government to change policy, to mobilize additional recruits and financial support, or both” (344), and asserts that these attacks are not simply irrational but are in fact designed to advance an agenda “especially to cause democratic states to withdraw forces from territory terrorists view as their homeland” (345). Pape maintains that suicide terrorism has increased because it has utility for the terrorist groups – it has paid off.

According to Woo (2002a, 2002b, 2004), terrorists exhibit rationality if their behavior is “endowed with reason;” he further argues that their reasoning, the reasoning behind martyrdom, was specifically spelled out in a book entitled Milestones by Sayyid Qutb (an Egyptian member of the Muslim Brotherhood) and published in 1964. The book was banned and the author eventually executed by the Nasser government (in 1966), but it has influenced key Islamic radicals today, including Osama Bin Laden (see also Irwin, 2001). Is a reference that lists reasons for martyrdom sufficient to claim that adherents are behaving rationally? Does an absolute belief in the paradise that awaits martyrs create a framework for decisions which, if not rational by some definitions, is enough to establish the specific preferences necessary to predict strategy and behavior, therefore making it possible to use game theory to predict the behavior of groups intent on exercising suicidal terrorism? As further evidence of rationality and intelligence, al-Qaeda’s patience, their choice of target, methods of attack, reconnaissance, surveillance, and rehearsals, combine to indicate that this organization weighs alternatives and learns from experience (Woo, 2004: 7). Scholars also note that the actions of terrorists are characterized by strategic choices about their communication with governments, their attempts to gain advantage with threats, and their responses to changes in security; each indicating a level of rationality that may be modeled in game theoretic applications  (Sandler & Arce M., 2003; see also Sandler et al., 1983; Sandler & Enders, 2004).

Because the goals of terrorists include the willingness to cause the most fearsome destruction and highest numbers of casualties as well as the determination to sacrifice self and civilians to do so; and further since the assumptions of many terrorists include the neverending nature of the battle, they appear to belie conventional estimations of rationality. Since game theory assumes rationality, intelligence, and ordered preferences, understanding the unique applications of these concepts to the terrorists’ mentality are keys to the success of game theoretic modeling of terrorist behavior. 

A further answer to the potential problems that arise with assumptions of rationality and intelligence comes from the literature of behavioral game theory, which expands upon the foundations of game theory modeling by including concepts from the social sciences, particularly psychology, in its framework.

Game Theory, Psychology, and Behavioral Economics

Our hope is that behavioral models will gradually replace simplified models based on stricter rationality, as the behavioral models prove to be tractable and useful in explaining anomalies and making surprising predictions. Then strict rationality assumptions now considered indispensable in economics will be seen as useful special cases . . . namely, they help illustrate a point which is truly established only by more general, behaviorally-grounded theory (Camerer and Loewenstein, 2003).

Behavioral game theory is capable of including social preferences, moral obligations, vengeance, learning from experience, cognition, cognitive limitations, and other constructs from the behavioral and social science literature in its models, and does so specifically to enhance the relevance and validity of game theory to the study of human motivation and decision making. Traditional concepts of rationality and maximizing behavior are integrated with psychological, political, and sociological theories of human behavior, thereby strengthening the foundation for relaxation of the assumptions of perfect (unlimited) rationality and perfect information. Behavioral game theory acknowledges and includes the complexity of cognitive dynamics and the importance of cognitive limitations in its predictions for how individuals will interact, bargain, and trust (see Camerer, 2003).  It draws from the “comparative empirical advantages” of relevant social sciences and “constructs carefully explored” by these fields to expand economic theories, which although mathematically elegant, may have little empirical motivation (Camerer & Malmendier, 2005).

For example, drawing from evolutionary psychology, behavioral game theorists have speculated about group formation and whether some groups are in fact “essential” in that there is some common, shared, immutable essence (Camerer & Malmendier, 2005); extrapolating from this concept, these authors hypothesize that if any organization can “create a sense among workers that they are like a species—with immutable special properties that are inheritable -- it might be able to hijack neural circuitry which is highly evolved to distinguish friend from foe on the basic of species and species-like ethnic characteristics, to create a deep sense of group membership and helping” (20). Camerer and Malmendier further argue that “[o]rganizational relationships are typically repeated games… When there are many equilibria, social considerations like historical traditions and norms, and credibility of leaders who make announcements intended to focus attention on good equilibria, will make a difference” (ibid.). 

Behavioral game theory is often based upon experimental studies. Because this is so, it is easier to account for organizational culture and cognitive principles. For example, the notion that an organizational culture can engrain certain metaprinciples that are capable of guiding members when leadership is not present and in contingent situations has been tested by Kreps (1990); the development of codes within organizations has been empirically tested by Rick, Weber and Camerer (2004); and the overconfidence of organizational leaders as it is related to underestimation of risk has been tested by Larwood and Whittaker (1977). Accordingly, although behavioral game theory creates more complicated models, it is capable of building in enhanced psychological realism, human limitations, human will, and other behavioral and psychological assumptions (Camerer and Malmendier, 2005).

Indeed, some of the most widely read authors in behavioral game theory are Kahneman and Tversky  (1979), whose prospect theory evaluated decision making under circumstances of risk and found that the traditional utility expectations were violated. While traditional expected utility would argue that players seek absolute gains and are risk-averse, prospect theory found differences based upon evaluations of change as they relate to a personal reference point. As McDermott (2004) explains “[d]esperate people have nothing to lose, so they are more likely to risk what little they might have for a chance to recoup past losses or to gain new ground” (150). And this brings us back to the relevance of game theory, particularly behavioral game theory, to terrorism. Those that either have, or perceive that they have, very little to lose, are often willing to risk it all on the potential for political or social gain. Behavioral game theory is capable of including issues of perception, emotion, and motivation in experimental analyses of strategic interactions. 


Accordingly, in “anonymous one-shot take-it-or-leave-it ‘ultimatum’ bargaining experiments” Camerer and Thaler (1995) and Camerer (2002) have found that players would, under certain circumstances, reject lucrative financial offers, even if it meant the possibility of ending the game (or negotiation) with nothing. Camerer and Loewenstein (2003) expanded upon this finding: 
Suppose we observed this phenomenon in the field, in the form of failures of legal cases to settle before trial, costly divorce proceedings, and labor strikes. It would be difficult to tell whether rejection of offers was the result of reputation-building in repeated games, agency problems (between clients and lawyers), confusion, or an expression of distaste for being treated unfairly. In ultimatum game experiments, the first three of these explanations are ruled out because the experiments are played once anonymously, have no agents, and are simple enough to rule out confusion. Thus, the experimental data clearly establish that subjects are expressing concern for fairness (7).

Experimental studies such as these demonstrate the powerful effects of context and perception on human strategy and decision making (ibid.). Cognitive processes, estimations of probabilities, sequential choices, filters, ill-defined preferences, and learning, are all components of behavioral game theory, and each have been evaluated with experimental data. 

Practical Application: Terrorism and Game Theory in the Insurance Industry
 [W]hat mathematics can be used to fight terrorism? Even if acts of terrorism are not governed by physical laws, they are governed by strategies (Woo, 2002b). 

The need to understand the phenomena of terrorism and the popularity of game theory as a methodology has led to public/private interactions between academics, industry, and government. Attempts to harness game theoretic applications in industry surged in the months after September 11th, 2001 and received yet another stimulus in the wake of the Terrorism Risk Insurance Act (TRIA), signed by George W. Bush in November of 2002. In the months between September 11th and the passage of TRIA, the insurance industry had set about the business of protecting itself from financial exposure by attempting to reduce, exclude, and discontinue coverage for terrorist acts. TRIA mandated that insurance companies provide coverage “across all property/casualty lines” for acts of foreign terrorism and that they notify policy holders of their premium rates for this coverage. Although TRIA does not apply to domestic terrorism, it does provide government funds for partial coverage of losses resulting from acts of foreign terrorism. The act mandated that “if a carrier loses more than 7 percent of premium from the previous year in any terrorism incident, it is eligible to recover 93 percent of those losses from the government” (qtd. in Starner, 2003: 30). In 2004, that deductible rose to 10 percent and in 2005 it became 12 percent (ibid.). Since the legislative act mandated terrorism coverage, and despite the existence of the governmental subsidy, the knowledge that even seven percent of a year’s premium could be upwards of a billion dollars caused insurance companies and consultant firms to move quickly to investigate methods for making pricing decisions that would provide some protection against property losses, worker’s compensation claims, loss of life claims, accident, health, and disability claims arising from a terrorist act. This need to underwrite risk from terrorist attacks stimulated a search for methodologies that were capable of generating accurate predictions and assigning useful probabilities for terrorist activities. Traditional probability theory, such as that used to determine the likelihood of natural catastrophes, was deemed not sufficiently complex to account for interactions between the multiple conflicting strategies and goals that characterized terrorist group decision making and behavior, particularly in the wake of the post-September 11th enhanced security. As noted in an influential industry journal:

On one hand, we have al-Qaeda's desire to maximize the utility of their attacks, and on the other hand, we have to consider their rational response to stepped-up security and counter-intelligence efforts, and the constraints of their technological and logistical capacities. A traditional probabilistic approach . . . is simply not up to the challenge (Insurance Journal, 2002).

Academics, including Rohan Gunaratna, (research fellow at University of St. Andrews Center for the Study of Terrorism and Political Violence and author of Inside Al Qaeda (2002)), public safety and justice experts from the RAND Corporation, and terrorism experts from Jane’s Consultancy, have all been tapped by the private insurance industry to assist in the quantification of terrorism risk – each in the effort to establish premiums that would mitigate risk for insurance firms (Starner, 2003).

RMS, a corporation specializing in risk modeling, has developed a predictive game theoretic model entitled U.S. Terrorism Risk and explain their preference for game theory by also noting that, unlike the traditional probabilistic models that insurance companies had used to predict catastrophes, game theory allows for consideration of the implications of one or more changes in conflicting factors. For example, terrorist responses to international changes in security and counter-intelligence can be weighed against their desire to maximize the impact of terrorist attacks. The final U.S. Terrorism Risk model was capable of estimating likely targets as well as modes of terrorist attack (conventional, chemical, radiological, biological, nuclear) and resulting damage, loss, casualties, and injuries (Starner, 2003). 


From a more theoretical perspective, the field of epidemiology has contributed alternative, but complementary, approaches to modeling terrorist group strategies and behavior and present their own practical applications for these models.

Contributions from Epidemiology: Modeling Fanatic Behavior

The war on terrorism cannot be won just by arresting these leaders and other militants, but by draining the global swamp of popular Muslim support for Al Qaeda. For as long as there is residual popular support for militant Islamists within Muslim communities, the terrorist threat from Al Qaeda will persevere (Woo, 2004)

Epidemiological models have been shown to be applicable “to an indefinite variety of pathogens and social structures” (Epstein et al., 2004: 3). Given that epidemiology has a proven track record for modeling the spread of disease, what contribution can epidemiologists make to the study of terrorist groups? One of the relevant contagions in the study of terrorist groups is the contagion of ideology. If epidemiology is to facilitate modeling for terrorist groups it would need to assist in predicting the spread of ideas. What facilitates the spread of ideology; what is the transmission mechanism for ideas? And further, what is the relationship between accepted cultural practices and the susceptibility to, or attraction of, ideas and behaviors associated with suicide terrorism? Can epidemiological modeling assist in explanations of group attraction, and thereby enhance efforts at intervention? 

The dynamic nature of social networks is related to and determines the rate and success of the spread of disease. The structure and nature of social networks is also related to the spread of opinions through a social network. Due to the increasing potential for bioterrorism, many of the epidemiological studies in terrorism research have focused upon the intentional spread of diseases through contamination of food or water supplies, and through the use of humans as vectors of transmission. These studies have produced useful data and predictive models. However, epidemiological tools have also been used to study the transmission of ideas through social networks. 

Immunity in these models has a unique interpretation – while degree of immunity to disease are calculated and entered into models that predict spread of that disease through social networks and contacts within those networks – when modeling the transmission of ideas rather than disease, degree of immunity is interpreted as confidence in one’s own opinions. Confidence intervals that are relevant then represent existing immunity in the population, or in this case, a range of confidence in prior opinions. Threshold models for the transmission of ideas would hold that it is the proportion of the population that are already convinced of a particular ideology who would be immune or somewhat immune to transmission of new opinions or ideas. In addition, the size of the social network, the number of contacts, and the stability of the prior ideology, are capable of predicting both the spread of ideas among contacts in the network as well as any potential for recovery (for more on these topics see Latane, 1996; Latane and Fink, 1996; Latane and Nowak, 1994; Merrill, 1999; Roberts, 2003). 


The transmission and spread of extremist ideology is necessary to achieve group goals, and is also necessary if the group is to continually resupply and build the numbers of those willing to commit the final act of martyrdom: suicide terrorism. Terrorist groups must recruit adherents and they must continually resupply their population of suicide terrorists. The identification of the susceptible recruitment population and the dynamics of the transmission of ideology are key to understanding and intervention in this process. Issues that must be addressed in epidemiological approaches to the study of terrorism include identifying the structural, social, and psychological characteristics of the underlying system that facilitates the spread of ideology and terrorist behavior, the characteristics of vulnerability for those that are susceptible, the process and influences of recruitment, the impact of the extreme behavior of terrorist groups upon the norms and values of the susceptible population, and the role of group pressure – including that of key adherents to the ideology of the group – on the rapidity and success of the spread of fanaticism (see Castillo-Chavez & Song, 2003; Roberts, 2003).

In a recent article entitled “Models for the Transmission Dynamics of Fanatic Behaviors” Castillo-Chavez and Song identify fanaticism as “the force behind acts of terrorism” (2003: 155), and state that they “believe that epidemiological models . . . represent a reasonable starting point for the study of the spread and growth of behaviors that are the engine behind most acts of terrorism” (156). They focus on the spread of extreme behaviors as an expansion of the epidemiological contact process. The process of conversion takes place via recruitment from contacts in the general population; however, contacts are not required to be physical, they may take place through telephone or the Internet. The strength of the message is measured in “recruitment force” and the sheer number of contacts, each of which influence change in certain members of the general population. Once individuals have received the message(s), some proportion will proceed to move sequentially through the ideological stages of vulnerability and semi-fanaticism, ending with full fanaticism (ibid., 156-158). 

In the stages of any contagious process, whether disease or ideology, evolution begins with susceptibility and then proceeds at a rate that is determined by the individual’s immune system and the strength of the viral, bacterial, or in this case, ideological agent. As the general population will always be a potential source of converts to fanaticism, the Castillo-Chavez and Song model mathematically supports the proposition that resistance to vulnerability, or general population immunity, as well as efforts at reducing exposure time, are the most effective ways to reduce the level of fanatic behavior. Although the authors state that the “development of ideologies is an extremely complex social process,” they also are able to demonstrate mathematically that it is virtually impossible to successfully use group intervention strategies to eliminate extreme groups, that interventions at the level of recruitment capability are potentially effective, and that decreasing vulnerability is a key to success. 

These findings have utility in that they stimulate further research, including quantitative, qualitative, experimental, and field applications, to investigate those conditions that lead to a population’s vulnerability to fanatic ideologies. Findings also serve to warn researchers and policy advisors to proceed with caution when embarking upon investigations of group intervention and/or group resource reduction in attempts to eliminate extreme ideological groups and resulting fanatic behaviors.

Epidemiology has benefited from computer simulations, as will be seen in the following discussion of agent based modeling. Separately as well as together, epidemiology and agent based modeling have demonstrated utility in the field of terrorism research.

Agent Based Modeling

In the social sciences, simulation may allow more aggressive exploration of the implications of, for example, imperfect rationality, the effects of learning and information, and social and institutional structure (Bankes, 2002: 7199).

Agent-based modeling has been met with particular interest as it has evolved in the social sciences. This interest has been generated primarily because agent based modeling using computer simulations is capable of resolving some of the constraints and relaxing the often unrealistic assumptions underlying other modeling efforts, including game theoretic models, differential equation systems, and statistical methodologies (Bankes, 2002; Brian et al., 2002). Agent-based modeling (ABM) provides for a formal specification or ontology that expresses detailed information including relationships between social agents (humans and/or organizations), motivations, and behavior through simulations. Rather than lose important individual details, as occurs when data are aggregated, ABM can express these details. As a result, ABM is capable, with carefully programmed assumptions, of building in bounded rationality (Epstein, 2002). ABM’s importance has also been said to be its ability to use knowledge about the behavior, motives, and interaction of agents to model thresholds which denote the emergence of change in norms and institutions, including the manner by which they begin, are maintained, and dissolve (Brian, et al., 2002). One of the limits of ABM using computer simulations is its reliance on representation rather than prediction; prediction may require more work in methodologies that will allow the simulations to answer precise questions, and to support the development of this process, data will need to be more specifically calibrated to the simulations (Bankes, 2002). 

Agent based modeling has specific application to the analysis of public policies generated to prepare for potential terrorist acts; its capabilities extend to include modeling of human behavior, organizational behavior, the spread of ideas, and the spread of terrorist induced disease, among other applications. With regard to organizational behavior:

To see the revolutionary sweep of this idea, it is important to recognize that traditional organizational theory was concerned with manufacturing firms, traditional policy analysis with rational actors, and traditional social science with collectives of independent actors. Yet, we know that many modern organizations trade in knowledge, not just goods, in producing services and information and not just physical devices… we know that humans and the systems in which they are embedded are not rational—in the traditional economic sense; rather, they satisfice, are cognitively limited, act emotionally, and so on… we know that actors interact and have affiliations that form a network constraining and enabling behavior (Carley, 2002).
Because terrorist organizations (as any human organization) have underlying social dynamics, are adaptive, are based on human cognitive and physical capabilities, interact with cultural norms, depend upon communication strategies, and build from existing information/knowledge systems, these organizations are susceptible to agent-based modeling. Agent-based modeling has been shown to effectively model societies “where decision making is distributed and global order self-organizes out of multiple local interactions among autonomous interdependent actors” (Macy & Flache, 2002: 7229) and so is potentially a powerful application for modeling behavior in terrorist organizations. Unlike game theoretic predictions, agent-based modeling can investigate the dynamics which influence retrospective adaptive behavior based on learning and path-dependent strategies in a more detailed manner via learning algorithms that allow for both the negative and positive consequences of decisions, and can continually update the probability of particular decisions being repeated. 

The dynamic quality of this modeling technique allows for enhanced understanding of the detailed dynamics of human as well as group decision-making (Macy & Flache, 2002). As organizations are composed of humans (agents) who are also adaptive, intelligent, and interactive, modeling works at the level of the members, as well as at the level of the organization itself – both have predictable behaviors that are subject to modeling (Epstein, 1997: 8-10). Accordingly, an understanding of individual cooperation, trust, and reciprocity as it influences individual and group behavior is possible with agent-based modeling. It is also important to note that an understanding of organizational behavior (particularly terrorist organizational behavior) requires knowledge of the interaction of group ideology with the relevant doctrines, norms, values, religion, and symbols that underlie group formation. As Conte (2002) notes:

[F]ormal and even computational modeling is insufficient unless cognitive representations and operations are described and reproduced. It is important to perceive that cognition is not necessarily a property of individual agents. Symbols act on the agents, under the form of cultural and institutional artifacts, whether norms, institutions, values, civilizations, ideologies, doctrines, or religions. Indeed, adaptability required that agents evolved a capacity to undergo the influence of symbols (7190).

Given these requirements, there have been multiple examples of the use of agent-based modeling to evaluate the behavior of humans as well as the processes of disease (see Axtell, et al. 2002; Carley, 2002; Carley, et al., 2003; Dean et al., 2000; Epstein, 2002; Epstein and Axtell, 1997; Epstein et al., 2004, among several others). 

Indeed, the French magistrate, Jean-Louis Bruguière, a leading counter-terrorist who has investigated Al Qaeda for many years, described Al Qaeda as a virus, capable of rapid adaptation, adapting “more rapidly than its environment, just as viruses do in order to survive;” in the case of Al Qaeda, transforming itself to become “the ultimate flexible Non-Governmental Organization, able to exert political influence worldwide, not least in Iraq” (qtd. in Woo, 2004: 13). In yet another acknowledgement of this virus-like ability to adapt, Atran recently noted that “[s]uicide attacks in Baghdad, Karbala and Quetta on the Shi'ite holy day of Ashura suggest that the transnational jihadist terrorist network is mutating into an acephalous structure” (2004).


Epstein et al.’s (2004) research provides an example of agent-based modeling as applied to terrorism research – although here the approach is utilized in understanding the intentional spread of disease through bioterrorism – with modification, it could also prove useful in modeling the spread of fanatic ideas. Using the example of bioterrorism in general and smallpox bioterror in particular, Epstein and his colleagues constructed a containment model using a form of agent-based modeling termed individual-based modeling (so as not to confuse human agents and disease agents) (Epstein et al., 2004). As an epidemic is both nonlinear and stochastic, it is uniquely suited to the agent-based modeling methodology. The authors explained that they chose smallpox, as the introduction of smallpox into the population through bioterror is currently of great concern to policymakers. Unlike anthrax (which does not spread from host to host, but rather must result from inhalation, ingestion, or cutaneous (skin) contact with spores from bacillus anthracis), smallpox is highly communicable, has an incubation period that averages 12-14 days, is not affected by vaccines unless they are administered within 4 days of exposure, and results in fatality rates of approximately 30 percent. Further, one case of smallpox results on average in 10-20 new cases and can generate multiple new cases exponentially as it is passed in iterated infected waves. Contagion can begin as early as the onset of fever, prior to any of the more obvious indicators of smallpox (i.e., the incidence of blisters and rash) and before accurate diagnosis (CDC, 2005). While variola major is the most common form of smallpox (approximately 90% of cases have been of the variola major type), there are three other forms including flat smallpox and hemorrhagic smallpox, both of which have a far greater fatality rate than variola major (Centers for Disease Control, 2005). As a result of worldwide vaccination efforts, the last case of the disease in the United States occurred in 1949, and the last naturally occurring case in the world was in 1977. For these reasons and because vaccinations have not been given routinely to the American population since 1972, smallpox resistance in the general population is assumed to have degraded substantially (CDC, 2005; Epstein, et al., 2004).  


Bioterrorism using human beings as the vector from which the biological “bomb” would ensue is a subset of suicide terrorism. As a method of delivery, bioterror is particularly insidious; the original “explosion” continues to wreak havoc in waves of contagion that are no longer spread by the host, but by those who have been unwittingly exposed. National strategies often lend themselves to a form of agent-based modeling predicated upon projections of what terrorists may do and how populations may respond given those constraints inherent to the terrorists, the virus, the hosts, and the government’s vaccination and response policies. The construction of the epidemiological model allows for the estimation of uncertainty and the evaluation of competing approaches and strategies (Epstein, et al., 2004).


Responding to public concern and calls for policy response options, individual-based modeling (as a form of agent-based modeling) has been used to predict the spatial spread of smallpox in a typical setting for release. The investigators argue that uncertainty requires this form of modeling so as to compare intervention strategies (Epstein, et al., 2004). Although, in this case, the model was built to evaluate a smallpox epidemic, it is capable of adaptation for use with any pathogen and/or social structure. The model was created with heterogeneity of health status and resultant mixing, and so is capable of tracking the disease as it progresses in stages and through precise contagion contacts with family, fellow workers, schoolmates, and within a hospital. The model also tracks the success of vaccination and isolation strategies within these social units. The authors chose contact and transmission probabilities in the model with reference to historical data gathered from 49 smallpox outbreaks in Europe from 1950 to 1971, thereby simulating the transmission of cases in similar epidemics. Accompanied by the assumption that all individuals are susceptible, the first index case was released. 

Findings indicated that even a partial vaccination strategy (focused upon preemptive vaccination of hospital workers, reactive vaccination for family members of victims, and reactive vaccinations for volunteers who have been successfully vaccinated for smallpox in the past) when combined with isolation of confirmed cases would succeed in confining the disease and limiting the outbreak significantly (Epstein, et al., 25). 

As mentioned above, ABM is limited in its ability to predict, however enhancements in programming and data calibration will allow the simulations to answer more precise questions (Bankes, 2002). The continued and expanded use of data associated with historical trends and patterns to inform probabilities and assumptions will extend the benefits of this approach from the acknowledged ability to model “heterogeneous social units with distinctive internal dynamics” (Epstein, et al., 24) to include even more precise predictive capabilities.

Destabilizing Terrorist Groups: Order Theory 

Organizations are composed of intelligent adaptive agents constrained and enabled by their positions in networks linking agents and knowledge. Consequently, organizations are themselves synthetic agents in which knowledge and learning reside in the minds of the participant agents and in the connections among them (Carley & Hill, 2001: 63).
Order theory, a branch of mathematics dealing with hierarchical relationships, has also been tapped to contribute to efforts to understand terrorism through formal modeling. As recently as September of 2004, specialists in discrete mathematics and theoretical computer science at Rutgers University held a “Workshop on Applications of Order Theory to Homeland Defense and Computer Security.” Given that it is difficult and costly to attempt to capture or kill all members of a particular terrorist organization, one practical use of order theory is in the attempt to quantify the effectiveness of attempts at disruption of terrorist organizations and individual cells. This quantification allows for answers to questions about terrorist organizations such as “How can you tell if enough members of a terrorist cell have been captured or killed so there's a high probability that the cell can no longer carry out an attack?” (Peterson, 2004) or alternatively, “How many . . . lieutenants would you have to remove in order to disrupt communication between the top dogs and the field operatives?” (Crenson, 2004). Given that recent research asserts that terrorist organizations are at their most vulnerable when in transition – a time of difficult choices about strategy, tactics, and even structure – investigations such as these may have particular utility (Cragin & Daly, 2004). 

The application of order theory to terrorism generally takes place via graphs or networks of ordered sets of relationships or communication lines between terrorists within an organization.
 Methods of graphing vary from a simple graph to extremely complex lattices. According to Farley (2004) the latter is more effective as it can more clearly reflect lines of communication between leaders and foot soldiers (followers) in the group. Understanding and graphing these lines of communication (termed maximal chains) between leaders and foot soldiers is critical if the goal is effective disruption of communications between terrorist leaders and foot soldiers, and especially if the assumption is that this type of disruption would end or severely limit the group’s efficacy as a unit. Farley’s method results in an equation that calculates “the probability that a terrorist cell has been disrupted” (205) based upon a) the number of individuals in the group, b) the number of operatives that have been removed, and c) the number of “cutsets”
 in the group that contain exactly the same number of operatives as the number of operatives that have been removed from the group (for the full equation see Farley, 2004: 405-406). The equation also assumes that the likelihood of removing any one member is static, whether the member is a leader or a follower.

Order theory may have practical utility, however its limitations include the reality that individuals can still carry out orders, even without the presence of their leaders,
 as well as the fact that this theory is predicated upon the assumption that the terrorist group will remain consistently connected to its relevant cells. It is not only possible but probable that, “participants may operate essentially individually, and may not be stationed together in any one locality… they may form emergent virtual cells, the members of which would be dispersed over the world, communicating via the Internet to plan an attack” (Woo, 2002b, see also Glenn, 2003). 

These limitations have led to the inclusion of human cognition in other similar models, which further assume that human networks are dynamic and changing. In their article “Destabilizing Networks,” Carley, Lee, and Krackhardt note that “to determine how to change or destabilize a network . . . it is important to consider the further webs in which a social network is situated and the way in which human cognition operates” (2002: 83). Carley and her colleagues at Carnegie Mellon have used their expanded computer simulations to achieve significant predictive success. One example would be the correct prediction, after the assassination of Hamas founder Sheikh Ahmed Yassin, that hard-liner Abdel Azziz Rantisi would take his place, and after the assassination of Rantisi, the accurate prediction that political director Khaled Mashaal would replace him (Crenson, 2004, also see Carley et al., 2003a; Carley & Hill, 2001).


Despite the success of Carley and associates, there are challenges to order theory that analysts need to be sensitive to and deal with. In particular, the proclivity of terrorist organizations to evolve and change, and to do so in great secrecy, makes accurate order theory predictions contingent upon specific, continually updated, and detailed information. This issue leads to the further problem of leader and followership. It may not always be possible for the modeler to accurately pinpoint the leaders in a particular cells of the terrorist organization, if inaccuracy occurs at this stage later predictions may also suffer.  

Concluding Remarks: The Role of Psychology

He will win who, prepared himself, waits to take the enemy unprepared (Sun Tzu, The Art of War).

This paper has synthesized several modeling approaches capable of increasing predictive accuracy and enhancing our understanding of the behavior of terrorist groups. However, each of these techniques may be improved by asking questions that are unique to psychology in particular and to political psychology in general. Theoretic understanding of terrorist organizations as well as success in the ability to predict terrorist related phenomena appear to be related to and growing from dynamic combinations of existing methodologies. It appears that it is the ability to combine relevant fields, including economics, mathematics, political science, psychology, sociology, theology, computer science, epidemiology, as well as others, that has lead to the creation of more realistic models with better predictive ability. As a result, the future of effective modeling for terrorist group decisions and behavior, and the influence and effect of governmental responses to acts of terrorism, will depend upon the inclusion of trained interdisciplinarians in this important research. Many fields have individually responded to the disparate phenomena of terrorism; it is increasingly critical that these researchers work in multidisciplinary teams and contexts to facilitate understanding and to augment models that at once mirror the complexity and create the simplicity necessary for accurate prediction and concomitant public policy development. 

The models here reviewed often limit references to the psychology of groups and individuals in their rush to model the behavior and decision making processes of terrorist organizations. The psychological dimensions of the organization and of the terrorist within the organization are key determinants of behavior. Neither these nor the psychological impact of terrorism on its victimized populations can be underestimated; suicide terrorism in particular is designed to shock our sensibilities – in addition to the murder of civilians and the destruction of property. The response of governments and mass publics after September 11th, 2001 was in no small way affected by psychological reactions to the enormity of the destruction and the horror of the human cost of the near-simultaneous hijacked jetliners crashing into the twin Trade Towers in New York, the Pentagon in Washington, DC, and a rural field in Pennsylvania – followed closely by biological terrorism in the form of anthrax laced envelopes in the public mail. Fear imbued the responses of individuals and governments. The erosion of civil liberties quickly followed, impelled by fear and supported by outrage and shock. Terrorism depends upon fear as a primary motivator for government capitulation to terrorist demands.


Increasing the validity of predictive models requires the addition of constructs and insights from the psychology of groups, including a detailed understanding of the dynamics of group recruitment and individual needs and motives. Any attempts to promote resilience in populations or “immunity” to ideological pressure, will require full comprehension of the psychological traumas that increase vulnerability, as well as the motivations that impel group membership and participation in group violence. If we are to do more than exterminate terrorists, if we are to grasp the root causes and dynamics of the phenomenon, then the psychology of interaction and the motives underlying those interactions must enter into these models. As terrorist groups adapt over time, our models must build in the capacity to adapt as well; this requires knowledge of the psychological processes, cognitive limitations, and motivational configurations of human beings. 
Lowenberg and Mathews (2005) stated that “if terrorism is indeed rational or strategic in nature, then a clear implication is that counterterrorism policy can be made more effective by designing measures to alter the incentives or opportunities confronting potential terrorists” (10). The construction of incentives and opportunities requires an apprehension of the psychological dimensions of incentives and the appeal of unique incentives and/or opportunities to individuals whose views of what is appealing and what should be considered as an opportunity are based upon specific cultural and religious precepts.
In a recent article, Campbell argued that the most important asset in overcoming terrorism is the human mind, and that out-thinking the terrorists will include: 

(1) the ability to formulate complex relational models, (2) an awareness and recognition of the critical level variables, (3) an understanding of their influence and interrelation, (4) a determination of the controllable and non-controllable aspects of each variable, (5) the implicational value of such factors as applied to potential terrorist scenarios, and (6) an assessment of the potential consequences of shifts in each variable’s valuation to the overall model. (Campbell, 2005: 2)

However, treating terrorism as a problem of “variables” is too limiting; adding psychological constructs and insights to this call to arms would increase the likelihood of effectiveness. The unpredictability of the phenomenon of terrorism, and particularly of suicide terrorism, when combined with the fact that these individuals seemingly exist in a world that does not recognize earthly rules, laws, or justice, has a significant psychological influence on all that are involved – even peripherally – including the victims and witnesses and their families, populations who continue to be at risk, and the network of relatives and friends that the terrorists themselves move within (Valenty, 2004). The inclusion of psychological dynamics, both group and individual, within our predictive models, will expand our ability to “out-think” the opponent.
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� In game theory, rationality is said to exist if the player makes decisions that are consistently directed at achieving her/his own objectives, and if the player’s objective is to maximize the expected value of their own payoff. This assumes that the player has some method of assigning utility to the potential outcomes and has consistent maximizing behavior, that is, he or she will choose the outcome that maximizes that expected utility (see Myerson, 1991: 2-5).


� A player in game theoretic terms is “intelligent” if they know as much about the game as we know, and can make the same inferences about the game that we can make (Myerson, 1991).


� The Classic Prisoner’s Dilemma game is described by the following matrix wherein two suspects are arrested and held for questioning without a means of communicating with each other. The police tell each that they can avoid a prison sentence by betraying their partner and confessing the crime. If both confess they will each serve 2 years, if neither confess, they will each serve six months on a lesser charge. However, if one confesses and the other doesn’t, the individual that confesses will serve zero time, while the partner will serve ten years. Although the best outcome from the prisoners’ point of view would be to cooperate and thereby only serve six months each, the rational choice would be to assume that your partner will betray you in the attempt to avoid any jail time, and so you should also betray him/her. The outcome is to serve 2 years apiece. It should be noted that the Prisoner’s Dilemma is non-zero sum as both can benefit together. It should also be noted that cooperation tends to arise over iterated Prisoner’s Dilemma games where punishment for non-cooperation becomes obvious (see Myerson, 1991; Tucker, 1950).








Prisoner 1/Prisoner 2�
Prisoner 1 Stays Silent�
Prisoner 1 Betrays�
�
Prisoner 2 Stays Silent�
Both Serve Six Months�
Prisoner 1 Serves Zero, Prisoner 2 serves Ten Years�
�
Prisoner 2 Betrays�
Prisoner 1 Serves Ten Years, Prisoner 2 serves Zero�
Both Serve Two Years�
�



� The Nash Equilibrium is John Nash’s solution when rational players are taken into account. The argument is that in the Nash Equilibrium “players would adjust their strategies until no player could benefit from changing… all players are then choosing strategies that are best (utility-maximizing) responses to all the other players’ strategies” (Camerer, 2003: 2).


� For more detailed information on order theory see Davey & Priestley, 2002.


� Collections of individuals that “cut” or intersect every maximal chain of command (connection between leader and foot soldier) in a particular terrorist group.


� As mentioned earlier, many organizations are capable of ingraining metaprinciples that can assist in guiding members in the absence of their leaders and in contingent situations (see Kreps, 1990).
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